
About Breach Security™

Breach Security, Inc. is the leading provider 
of real-time, continuous web application 
integrity, security and compliance that 
protects sensitive web-based information. 
Breach Security’s products protect web 
applications from hacking attacks and data 
leakage and ensure applications operate 
as intended. The company’s products 
are trusted by thousands of organizations 
around the world, including leaders in 
finance, healthcare, ecommerce, travel and 
government.

Contact Us Today for a 
Complimentary PCI Web 
Application Security Assessment

(866) 205-7032 (toll-free)
(760) 268-1924
info@breach.com
www.breach.com/pci-webdefend

WebDefend®: Your PCI Compliance Solution

What Is The PCI DSS?

The Payment Card Industry (PCI) Data 
Security Standard (DSS) is a set of security 
requirements established by the leading 
payment brands. These requirements are 
designed to protect sensitive account data 
such as credit card numbers, customer names 
and contact information.

Must I comply?

Any organization that “stores, processes or 
transmits” credit, debit or other payment card 
information must comply with the PCI DSS.

Why should I be Concerned?

Non-compliance with the standard may result 
in data breaches, fines and fees, lawsuits, 
federal oversight and lost customers.

Breach Security’s next-generation 
WebDefend web application firewall appliance 
offers the industry’s most accurate attack 
detection and prevention, as well as the 
best data leakage protection for payment 
card information. Praised in reviews by SC 
Magazine and Information Security magazine 
for its targeted PCI features, WebDefend 
provides real-time, continuous web 
application integrity, security and compliance. 

WebDefend Facilitates 
Compliance with 10 of 12 PCI DSS 
Requirements

Requirement 2

Blocks known vulnerabilities through 
signatures developed and updated by Breach 
Security Labs.

Requirement 3

Stops all cardholder data, including 
magnetic stripe data, from leaking from web 
applications.

Requirement 4

Ensures SSL strength when sensitive 
information is legitimately transmitted through 
web applications and discovers hidden 
attacks in SSL traffic without compromising 
performance.

Requirement 5

Detects web application access by and upload 
of Trojan horses and backdoor viruses.

Requirement 6

Learns each protected application and adapts 
its protection as changes to the application 
are released. Identifies security defects—
such as unvalidated input fields, insecure 
configuration, weak cryptography and poor 
session management—and acts as a “virtual 
patch,” preventing them from exploit.

Requirement 7

Permits organizations to apply appropriate 
policies to different sites to enforce unique 
settings.

Requirement 8

Ensures that unique IDs and passwords are 
assigned and used correctly by the application. 

Requirement 10

Includes PCI-specific reports which show 
details of payment card data use for audit 
purposes as well as the system’s overall 
level of compliance.

Requirement 11

Assesses inbound and outbound 
application traffic to detect security and 
application integrity issues, including 
improper error messages, leakage of 
system and user information, missing or 
broken links and other coding flaws which 
can lead to lost revenues or negative user 
experiences.

Requirement 12

Ensures protected applications are in 
compliance with the PCI DSS and enables 
policy-setting for web application 
protection across the organization.
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