
About Breach Security™

Breach Security, Inc. is the leading provider 
of real-time, continuous web application 
integrity, security and compliance that 
protects sensitive web-based information. 
Breach Security’s products protect web 
applications from hacking attacks and data 
leakage and ensure applications operate 
as intended. The company’s products 
are trusted by thousands of organizations 
around the world, including leaders in 
finance, healthcare, ecommerce, travel and 
government.

Contact Us Today for a 
Complimentary PCI Web 
Application Security Assessment
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info@breach.com
www.breach.com/pci-m1100

ModSecurity™ Pro M1100: An Essential PCI 
Compliance Solution

What Is The PCI DSS?

The Payment Card Industry (PCI) Data 
Security Standard (DSS) is a set of 
security requirements established by 
the leading payment brands. These 
requirements are designed to protect 
sensitive account data such as credit 
card numbers, customer names and 
contact information.

Must I comply?

Any organization that “stores, processes 
or transmits” credit, debit or other 
payment card information must comply 
with the PCI DSS.

Why should I be Concerned?

Non-compliance with the standard may 
result in data breaches, fines and fees, 
lawsuits, federal oversight and lost 
customers.

Based on the world’s most deployed 
web application firewall with over 15,000 
users, Breach Security’s ModSecurity 
Pro M1100 defeats a wide range of 
application-layer attacks and prevents 
data leakage.

Pre-packaged rule sets protect 
web applications against Open Web 
Application Security Project (OWASP) 
Top 10, Microsoft® Outlook® Web Access 
(OWA), Apache™, IIS, PHP, ASP, and ASP.
NET vulnerabilities.

The ModSecurity Pro M1100 
Facilitates Compliance with 7 
of 12 PCI DSS Requirements

Requirement 2

Blocks known vulnerabilities through 
signatures developed and updated by 
Breach Security Labs.

Requirement 3

Stops cardholder data from leaking out of 
web applications.

Requirement 4

Inspects packets within SSL traffic and 
detects and blocks attacks.

Requirement 5

Integrates with anti-virus software for 
optional scanning of uploaded files.

Requirement 6

Acts as a “virtual patch” for application 
vulnerabilities, including those 
specifically identified in Requirement 6.5.

Requirement 10

Includes PCI-specific reports which show 
details of payment card data use for audit 
purposes as well as the system’s overall 
level of compliance.

Requirement 12

Ensures the proper security configuration 
for attack prevention and enables policy-
setting for web application protection 
across the organization.
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